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[0006] Visual programming is a know 



RELATED APPLICATIONS; PRIORITY CLAIMS 
[0001] This application is a continuation-in-part of, an. 



;reby incorporated by refere 



FIELD OF THE INVENTION 

[0002] The present invention generally relates to data 
processing in the field of visual programming and data 
networking. The invention relates more specifically to a 
method and apparatus for graphically defining and creating 



BACKGROUND OF THE INVENTION 
[00031 Data processing users desire to have a flexible, 

extensible way to rapidly create and deploy complex corn- 
p u ler systems and dala centers that include a phiralily of 

servers, one or more load balancers, firewalls, and other 
network elements. One method for creating such a system is 
described in co-pending U.S. palciil application See. No. 
09/502,170, filed Feb. 11, 2000, entitled "Extensible Com- 
puting System," naming Ashar Aziz, et al., as inventors, the 
entire disclosure of which is hereby incorporated by refer- 

niclliod and apparatus for selecting, from within a large, 
extensible computing framework, elements for configuring a 
particular computer system. Accordingly, upon demand, a 



[0004] Although the methods and systems disclosed in 
Aziz, et al., are powerful and flexible, users and adminis- 
trators of the extensible computing framework, and the 
virtual server farms that are created using it, would benefit 
from improved methods for defining and deploying virtual 
server farms. For example, an improvement upon Aziz, et 
al., would be a way to specify, price, order and deploy virtual 
server farms using :i networked computer workstation and a 
standard browser. 

[0005] Using one known online service, "Rackspace- 
.com," a user may select a server platform, configure it with 
a desired combinati i I I rag tape backup, and 
certain software options, and then purchase use of the 
configured server on a monthly basis. However, this service 
is useful only for configuring a single server computer. 
Further, the user interface is rudimentary and relies only on 
pull-down lists and other elements defined in Hypertext 
Markup Language (HTML). 



dropping symbols into a workspace (. omplex pictures and 
diagrams can be created. Templates or "stencils" may be 
created and distributed, enabling others to create new pic- 
tures and diagrams that have the same appearance param- 
eters as the stencil that is used as a basis for the new 



[0008] Based on the foregoing, there is a clear need in this 
field for a way to visually create a logical description of a 
virtual server farm and ins ntial i I ibl 

operable computing system relatively instantly, oi 




.m with short-lived se 



[0011] There is also a need for a way to determine whether 
a particular institution, which is requested to implement the 
visual representation, has sufficient resources to create, 
configure and activate a real computer system that embodies 
the visual representation. 
[0012] There is a further need for a w; 
editor for creating such a visual rcpresei 
related functions pertaining lo creating in: 
including customer at. 



lo integrate an 



o provide such a 
Me-exisiing graphic design tools that 
jased upon HTML or other personal cc 



SUMMARY OF THE INVENTION 
[0014] The foregoing nc 
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[0052] A method and apparatus for defining a networked 
computer system using ;i exlnal representation is described. 
In tbe following description, ior the purposes of explanation, 
iniiiieioiissjuiJi.ni s ii I fort I n older ti providi a 
thorough understanding of ihc present invention. It will be 
apparent, however, to one skilled in the art that the present 
invention may lie practiced willioul llicsc specific details. In 
other instances, well-known structures and devices are 
shown in block diacra in form in order lo avoid unnecessarily 



[0053] In 

""VSF,""far 
interchangeably 



enter," and "IDC" ar 
of more than one pro 



grid of generic computing elements and storage elements of 
the type described in Aziz, et al. These terms exclude a 
ingh rl si ition, personal computer, or similar computer 
syslLiii consisting of n single box, one or more processors, 
storage device, and peripherals. 

[0054] The description of embodiments herein follows the 
following outline: 

[0055] 1.0 OVERVIEW OF CREATING INSTANT 
DATA CENTERS 



L0057J 2.1 FUNCTIONAL OVERVIEW 

:.1.2 CUSTOMER HOME PAGE 
M CHOOSER 

NS AND FARM DETAILS WIN- 
DOW 

:.1.5 NAVIGATION BAR 
.6 FARM DETAILS WINDOW 
[0063] 2.2 STRUCTURAL OVERVIEW 
[0064] 3.0 GRAPHICAL EDITOR 

[0065] 3.1 FUNCTIONAL OVERVIEW 



.2.1 OVERVIEW 
FILE MENU 
CHANGE STATE 
UNDO AND REDO OPTIONS 
NODE ELEMENTS PALETTE 



[0075] 4.3 VALIDATION 

[0076] 4.4 CONFIGURATION OF NODES 

[0077] 4.5 SERVER IMAGES 

[0078] ' 

[0079] ' 

[0080] 4.5.3 LOAD BALANCER AND FIRE- 



[0082] 5.1 MONITORING 
[0083] 5.2 REPORTING 



or load 



[0086] 5.5 CUSTOMER SUPPORT FUNCTION 
[0087] 5 5.1 TICKETS 
[0088] 5.5.2 BACKUP/RESTORE 
[0089] 6.0 OBJECT MODEL 

[0090] : 

INSTANT 

[0091] 8.0 HARDWARE OVERVIEW 

1.0 OVERVIEW OF CREATING INSTANT DATA 
CENTERS 

[0092] FIG. 1A is a block diagram illustrating an over- 
view of a method oi defining a networked computer system. 
[0093] Agraphia! presents I I i logical configura- 
tion of a computer system is created and stored, as shown in 
block 101. In one embodiment, block 101 involves using a 
software editor application to drag icons representing ele- 
mcnls or nodes of ; compute! system a ml dropping he icons 
i workspace, connecting the icons with lines represent- 
r wiring, configuring one or more 
parameter values associated with the nodes, and submitting, 
the completed logical representation to a service provider for 
review and validation. 

[0094] A textual aprcsenuilton of Ihc logical conligttra- 



[0073] * 
[0074] < 



in block 102. The lexlual representation may be generated 
automatically bast_ 1 u 111 graj i il t j r< mentation, and the 

tured markup language, as described l unher herein. In block 



created and activated by logi- 
K tiling elements. In the preferred 
embodiment, the computing elements form a computing grid 



[0095] FIG. IB is a block diagram illi 
detailed view of the process of FIG. 1 
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r version 4.0, Im 



il nerally, an IDC enters the Inacti 

156, an IDC is about to enter the Standby st; 



L idU' pool Of 



using the hardware load-balancing function of the L2-7 
switching fabric, as found in Serverlron switches that are 
commercially available ln.ini foundry Networks, Inc., San 
Jose. Calif. A single hardware load-balancing device, such 
;js I lie Server Iron product lhal is commercially available 
from foundry, can provide mulliple logical load balancing 
functions. Accordingly, a specification of a logical load- 
balancing fund ion generally comprises a virtual Internd 
Protocol (VIP) address vafue, and a load-balancing policy 
value (e.g., "leasl conned ions" or "round robin"). A single 
device, such as foundry Serverlron, can support multiple 
VlPs and different policies associated with each VIP. There- 
fore, a single Foundry Server Iron device can be used in 
imillipk logical load balancing positions in a given IDC. 
[0109] One example use of a load-balancing function is to 

specify lhal a Web server lief is k>ad balanced using a 
particular load-balancing lunclion. I or example, a computer 
system may be structured in a two-tier architecture, having 

Willi load halancniL! of this type. Another example Use ol a 
I I 1 i ii mIii ImI i ig Tunc 

lion for a licr oT application servers, which are logically 
situated l-^Uiu.} the luad-halauced Web s. [\ei tiei. in a 3-1 kr 
configuration. This permits clustering of the application 
server tier to occur using hardware load balancing, instead 



s deleted and the us 



10 longer has access to it. An ID 

)esigii~ state 150 lo the Deleted sta 
r selecting a delete function. 



[0114] 2.1 FUNCTIONAL OVERVIEW 

[0115] In a preferred embodiment, a graphical user inter- 
lace lool ("editor") is provided Tor use in defining one or 

more instant data centers. In one embodiment, the editor 
enables a user to define a data center by selecting icons 
irewalls, loi " * 



desired logical structure. I he 

lerous additional adminislra- 
s Tor defining and interacting 



editor preferably forms a 



center may provide creation of customer accounts; presen- 

a particular customer, design and creation of instant data 
centers; monitoring of IDCs that are deployed and executing 
tasks; reports on the slatus and performance of IDCs; 
management of hack-up and restore operations Tor IDCs: 



te 152. An IDC in 

val from Service 
les. If the IDC is 



154. In the Active state 154, the IDC is running. 
[0112] If the IDC is subsequently de-activated, i 
the Inactive state 159 via the Pending Inactive state 
the Inactive state 159, an IDC is inactive and info 



user may activate approved, validated IDC designs; this 
results in creating an operational computing center that is 

remotely accessible, rcae Toi n ition and test prior to 

full-scale deployment .1 ere may be remote 

access lo servers for custom i /.a lion (e.g., add ii ion of content 
or applications^ monitoring and management of operations, 
scaling through cloning and addition of servers, network and 
storage capability, and customer care functions through a 
service desk facility. 

[0117] In one embodiment, the customer control center is 
implemented in the for m of one or more client-side software 
elements, such as browser applets or scripts, and server-side 
software elements, such as CGI scripts. Perl scripts. Java 
i i I 1 ns, etc These software elements cooperate over a 
network that connects a client executing a browser to a 
i til cules tl im 1 1 i i i m ni 
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[0125] 2.1.4 NEWS AND FARM DETAILS WINDOW 
[0126] In one embodiment, a News and Farm Details 



arc not limited t< 1 ickhal pouch recognition 

interfaces, etc. 

[0119] 2.1.2 CUSTOMER HOME PAGE 



ustomer home page is th 
er upon login. It serves a: 
r control center. Thus, ust 



l portal to the rest of 
s may select an IDC 



tenance schedule information; CERT advisories, svstem- 
wide environmental Jala; providing an online bulletin board 
for notification and availability of software updates; provid- 
ing top level IDC status information; and providing market- 
ing updates, e.g., availability of new services and competi- 



[0121] In one embodime 

DilTcrcnl caicgnnes of nev 
and displayed in the news - 

of that news story are displ 



[0122] 2.1.3 FARM CHOOSER 
[0123] Each customer who uses 



name of the farn^The State value indicates the current sta 
of the farm as described above with respect to FIG. IE. Ti 
Status value is a way to give si i ck to tl 

user for the current farm. The Activation Date value inc 
catcs the dale on which the farm will or did become activ 
If ilk date lias not been .el then it displays "Not Sel" or ll 
equivalent. The Data ( 'enter value idenlilks a physical da 

center where the selected farm will run when active. Tf 

Last Haeku ^ ii i I lim he la 

backup that completed for this farm. The Backup Schedu 
value is a link thai allows the user to view a schedule 
future backup operations for the current farm. 

[0128] 2.1.5 NAVIGATION BAR 

[0129] FIG.3Ais 



displayed in a f; 



sr. The farms ava) 
rm chooser wind 
display. Long fa 



mihndin 



implement a customer control ce 
ce of the CCC display provides quick 



mode and a 'Monit 



[0124] Once a user selects a farm by clicking on the farm's 
name, the page reloads into the user's browser. A graphical 
representation of the farm is displayed in a workspace or 
Map View area, which is described further herein. The farm 
that is displayed is highlighted in the Farm Chooser. The 
News and Farm Details window displays the details of the 
selected farm. A Lifecycle icon in the MapView area, 
lesenl j h i! r i i ii H' l 

visual appearance based on the then-current state of the 
selected farm, which causes one or more actions to become 
available for the displayed farm. The available actions are 
consistent with the farm state. When no farm is selected, the 



is also achieved by hovering over the Navbar mode 
with a pointing device, and then selecting the first or. 
is displayed in the resulting pop-up menu. 



of these farms displays the requested farm in 
requested mode. 

[0132] If a farm is requested in a mode for which it cannot 
he | led, die n the | ^ - i 1 f 1 as but the farm 
and the farm details i t i unt page. Following 

a link to a different page shows the same farm as before 
provided that the user doesn't pick a new farm while on that 
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[0148] As shown by block 224, IDC Monitor 220 includes 

format and may ineltid hai ehai >t line graphs. The 

browser window. The user can also save report data to a text 
file suitable for impelling i n l< > a spreadsheet application. Bar 
charts and line graphs can alternately be saved individually 

[0149] IDC Monitor 220 also features a Monitors function 
226 that allows detailed information to be collected from an 
IDC. Additionally, alerts may be generated if the certain 
thresholds are exceeded [such as nclwoik response lime or 
disk space utilization being outside acceptable bounds). 
Each new ILK ' is autonialicalh ennsliueled with a default 
set of monitors. Once operational, the user may tune and 
modil Ih m< n, I g a . required. 

[0150] Application monitors test network applications by 
simulating end user aclions. tor example, a Database Moni- 
tor ci innects to a database and performs a query to verify that 
data can be retrieved. 

[0151] One or more Server Monitors may be provided. 
Server monitors measure server and operating system 
attributes. For example, a CPU Utilization Monitor reports 
the percentage of CPU currently in use to ensure that the 
user knows if the CPU is being overloaded. A Disk Space 
Monitor reports the percentage and amount of disk space 
currently in use so that the user can act before running out 
I . i. . • i \ VI is i M> niloi mi isurcs virtu il in m. n 
usage and notifies before the user has a problem. A Network 

upon packet errors, I luoiiglipiil (nils second), and open con- 
lieell II \Sil le Mil lilt I 1 | ilied processes 

are running, such as Web server, Mail, FTP, News, Gopher, 
Telnet, and DNS. A Web Server Monitor reads the web 
server log and reports data on hits, bytes, errors, hits per 

[0152] Monitors 226 also may include network monitors 
that test network connectivity and performance. For 
example, a DNS Monitor checks a Domain Name Server via 

requests, and also verities that the address for a specific 
domain name can be found. A Ping Monitor verifies that 
specified hosts are available via the network to ensure 
continuous availability ofcrilisal eonneelions. A Purl Moni- 
tor determines whether a service on a port can be connected 
to. An SNMP Monitor reads a value from an SNMP device. 
Many network devices support the SNMP protocol as a way 
of monitoring the devices. 

[0153] Monitors 226 may include one or more Advanced 
Monitors. For example, Composite Monitor checks the 
status of a set of monitors 0 t monitor croups. A Directory 
Monitor checks the file count and directory size and indi- 
cates if any of these exceed specified criteria. A File Monitor 
checks the size, age. and. it the user wishes, the content of 
a file, and notifies if any of these change. An LDAP Monitor 
checks an LDAP server by sending a password authentica- 
tion request and reports the result A Link Check Monitor 
checks all of the internal and external links on a site to 
ensure that they can be reached. A Log File Monitor allows 
a user to generate warnings and errors based upon data in an 



application's log file. For example, many applications w rile 




[0154] A News Monitor connects to a news (NNTP) server 
and verifies that groups can be retrieved. An NT Perfor- 

NT performance si n , \n N I ml up Monitor verifies 
that a dial-up e i i n ISP or Remote 

Windows NT Event Logs (System, Application, or Security) 
and generates alerts when entries are added. A Script Moni- 

Monitor retrieves a web page and compares and saves 
multiple matching values from the content. A URL List 
Monitor allows a user to monitor an entire list of URLs, 

[0155] Device Management function 230 of IDC Monitor 
220 allows access to configuration dialogues for each sup- 

[0156] Server Management function 232 of IDC Monitor 
220 provides server management operations. For example, 
Server Management fnnclion 232 onaMcs irilcracl ive login 
I I I II I II I I 

where); customization and addition of content to a server; 
and cloning of servers. 

[0157] Storage Management function 236 of IDC Monitor 
220 enables a user to request an increase or decrease in 
available storage for an IDC. 

[0158] Backup function 238 enables a user to modify a 
backup policy for an element of an IDC, carry out a data 
restoration operation, and view various system logs. Backup 
function 238 accesses IDC Component database 129, Cus- 
tomer information database 131, I Ml Repository 131. and 
Control Plane Database 135. 

[0159] FIG. 2C is a block diagram showing pages and 

i I ill i iii l 

tion page 210. Available functions include Account Man- 
agement function 252, Farm Management function 254, and 
Physical Inventory function 258. 

[0160] Account Management function 252 accesses IDC 
Component database 129. Customer information database 
131, FML Repository 131, and Control Plane Database 135. 
A user may create new login account, update account 
information, delete i 1 i i et a password, etc. 

The system may also, inherit tins information from a cus- 
tomer relationship management appl icat ion. e.g., Clarity. 

[0161] Farm Management function 254 enables a user to 
II ' i i i i i ■ | i 

II 1 ' ii i i^ j ng a 

actual date at which the IDC can be activated, decline an 
It' ei i i ' i u i tng providing one or more reasons 
or other information for declining, and update IDC infor- 
mation, including an actual start date (i.e., the IDC may be 
ii d i ii i tr m this date onwards) or an 

indication that the IDC is ready for activation. 
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[0162] Physical Inventory Management function 256 pro- 
vides one or more back-end operations relating to server 
farm hardware, e.g., failure monitoring, fault diagnosis, 
processing maintenance requests, adding more elements, 



[0163] FIG. 2D is a diagram of an example embodiment 
of homepage 208. Apractical embodiment may have one or 
more of the illustrated components. Login component 282 
may comprise a login screen thai prompts a user to enter a 
usemame or other login ideiililier and a password or other 



placeholder, e.g., using JSP runtime includes commands. 
The set of template parameters that completely defines a 
screen is called a screen definition. 

[0170] In one embodiment, the Title placeholder contains 
the title of the page; to be displayed on the title bar of the 
browser. The Banner placeholder contains the banner of the 
page, includes elements such as the company logo, login/ 
logout button, help button, search box, etc. The MenuBar 
placeholder contains the menu bar for site navigation. The 
Navigation placeholder contains the tree menu for browsing 
the farms of an account. The Body placeholder contains the 



[0171] In ( 



following information 
IDC Name; Universal 
server of the IDC; IP 




ie displayed oi 



nt for display in 



ting HTML or other Web t 
jr. In an embodiment, the vit 

a template mechanism that has three (3) major com- 
ponents. A Screen Template 264 comprises a page skeleton 
an display 



rs, in which each of them ca 



dynamic contents generated by th 
of the placeholders is referred to as a parameter of the 
template. With the screen template, different screens are 
generated by passing different parameters to the template. 
Screen Components 266 comprises a set of sharable com- 
ponents that can be inserted into the placeholders of the 
template. Usually each screen component is responsible for 
generating a particular of information. Screen Definitions 
268 is a repository that stores the screen definitions for all 
screens. A screen definition is the set of template parameters 
that completely defines a screen. 



lv 266 ai 



a text representation of a server farm, display a form for 
entering information lor a new user), and is associated with 
an access permission value for (he roles Adininislialoi, 

Operations, Manager and Guest. 

[0172] Model Layer 270 consists of domain specific 

objects dial determine the current state of the application. 

Model objects of the Customer Control Center include 

i arm. Account. User. etc. A typical domain object contains 
a scl of gel and sel methods lor leli ievmg or updating the 
curreill slate of the of jecl. An object mode! that mav he used 
is described further herein in connection with FIG. 3A. 
[0173] Controller Layer 272 is responsible for coordinat- 
ing Model Layer 270 and View Layer 262. View Layer 262 
depends on the Controller Layer 272 for screen selection. 
Model Layer 270 depends on the Controller Layer 272 for 
making state changes to the model. The Controller Layer 
272 accepts user requests from the View Layer 262, creates 
appropriate command objects, und processes the requests by 
invoking the corresponding methods in the Model Layer 



[0174] In an embodiment, responsibilities 
layer are implemented in separate eompoi 
Processor 274 provides a single poini of 

responsible for initializing session objec 
business command hy \ i sed on i 
HTTP requests). For example, when Requt 

company, street, city, state, zip, phone, 
Request Processc 
object, and instructs the Screen Manager 278 to display the 
"new_account_success" screen next. Thus, for each inbound 
request, Request Processor 274 can generate corresponding 
objects and values. 

[0175] A Command component 276 handles user requests 
by invoking corresponding methods in Model Layer 270. A 
Screen Manager 278 dt 
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n Definitions 268, and r& 
or instruction from Contra 
en Manager 278 fills in St 



sets i i iccessiole model objects to be used by the View 
Layer 262. Model objects are maintained using the 
INTPSession object. I 'he Session Manager 28(1 also updates 
references to the model objects whenever the user navigates 
to different objects. All model objects are removed after " 



m. I'he 1. 



them, the request and the parameters expected by the se: 
manager to update (or initialize) the references tc 




[0177] For example, U 



ie jsp:getProperty tag: 

3.0 GRAPHICAL EDITOR 
[0179] 3.1 FUNCTIONAL OVERVIEW 
[0180] Design and creation of Instant Data Centers gen- 
erally involves providing a drag-and-drop graphical editor 
with which a user may draw server farm designs. In a 
preferred embodiment, the editor includes a palette that 
features icons representing standard server farm elements. 
For example, icons may represent hardware elements such 
as firewalls, load-balancers; application servers or database 
servers having various processor and RAM configurations, 
generic or general purpose servers having various processor 
and RAM configurations, and Internet or network connec- 
tivity (e.g., icons may represent the Internet, sub networks, 
backhaul connections, etc.). 



[0181] Other functions of the ed 



server cloning; and deleting elements. 
[0182] The editor may he implemented, lor example, in 
the form of a software plug-in for Micros*.) ft Visio such that 
a Visio drawing may be saved in FML format. Alternatively, 
the editor may he implemented as a standalone software 
application program that can accept Visio format drawings 



FIG. 3A, graphical editor function? 
with a customer control centi 
structure is not required, anc 



application: however, this 



ty provide the ability tc 
e.g., a spreadsheet view 



[0184] I'hccd n I the ahili Hut 
a design of a data center for re\ lew and approval by Service 
Provider 126, and the abilit) to save and organize designs in 
ifolder-lil UrucUn in In ing n gditl reul designs oi 




configuration function may have numerous suh-fu net ions. 
For example, in one embodiment, a sub-function enables a 
user to remotely and secure login into any individual ele- 
ment within an IDC, using Secure Shell (SSH), a PCAny- 

where client, etc. 

[0186] Another function provides information on 
tus and location of tapes or other media that customers nave 
sent to Service Provider 126 for loading on to their IDC(s). 
For example, a customer can send in tapes of other media, 
and Service Provider 126 loads the media in a device in an 
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aer. The Service Provider 126 notifies the customer 
ihe mali;i is ict essible ;il that location, and provides 
:ation. J h u customer then remotely loads a software 
from the specified location to each machine that needs 

| Still another function enables eonliutiration of non- 
r farm elements, for 

ion may provide the 



example, application st 



i] Using ar 

fy detailed property values for any element within an 
e.g., element type/role, tier identification, element 
hardware conliguratiun (CI J U. Memory, Disk), soil- 



image (e.g., Service Provider 126 or 
sub-funclion provides soli ware palcli and upgrade manage - 
ii i ii I I i i! t< upgrade IDC elements with the 

latest patches and upgrades for software images. This may 
include providing a menu of all patches I 'or all software 
packages lhal are supported lor various server and platform 
types, although such functionality is not required. A cus- 
tomer may request the installation of patches, and the system 
can provide notification to customers ahout the availability 

f i > palelies or upgrades ind how ihevean he mslalled 

onto their IDCs. 



indes tha 

[0195] Workspace 312 alt 
play that uses eof , i nidi. 



[0196] In one embodiment, the workspace 



[0189] 3.2.1 OVERVIEW 
[0190] FIG. 3A is a diagram 



Editor mod> 
[0191] A 

example, ii 



een display 300 n 



i display 300 includes a navigation 1 
having the functions described above. Navigati 
includes mode selection links 302A, 302B, 302C for 
ing the Main, Editor, and Monitor modes of the 
respectively. One or more function links 304A, 3( 
provided to select different basic functions of the ci 

[0192] Apalette 306 of graphical icons representinj 

dragged and dropped into a workspace 312 (or "MapView") 
to result in creating a graphical representation 314 of the 
logical and physical structure of an IDC or server farm. An 
Infrastructure Details panel 308 displays detailed informa- 
tion about elements in the IDC. 



is 310 for accessing functions such as help 



[0194] Selecting the Editor link 3021} cause- the customer 
control center to enter an Editor mode in which a palette 306, 
workspace 312, and Infrastructure Details panel 308 are 
i I III i I II 



ibodiment. The Lifecycle Icon pro vie 

at is displayed by the Lifecycle it 
.tate of the farm, and corresponds to c 
in FIG. IE. FIG. 5(A) shows Lifecy 



example, FIG. 5(B) shows Lifecycle Icon 506 for a farm 
that is in ihe active state, in v- hicb an a. live state symbol 507 
is highlighted and labeled with the state name 508 
("active"). 

[0198] 3.2.2 FILE MENU 

[0199] Referring again to FIG. 3A, a File menu of display 
300 is accessed by selecting File link 304A. Using the File 
menu, a user may retrieve an electronic file that contains 
information defining a computer system, save information 
about a computer system that may be shown in workspace 
312 to a new file, convert information defining a computer 
system from one format to another, etc. In one specific 
embodiment, the File menu has functions named Open, 
New, Save, Save As, Remove, Undo, Redo, and Debug. 
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[0200] The Open funct: 
cancel. The New function 
current farm. The Save A 



deities 111' 



[0201] The Undo function causes the system to undo the 
last change. The Redo I'uii^l fun, which is ava ilahlc onlv aflcr 

an undo has occurred, will redo the change. The Debug 
function , is a new window that displays internal infor- 



and other intermediate re; 
[0202] 3.2.3 CHANGE STATE 
[0203] The user 
carry out other actions using the Change State link. In one 
embodiment, the Change State link includes a Submit 
option, Remove option, Activate option, and Deactivate 
option, liy selecting ihe Siihnul option, a user may suhmil a 
completed farm design for ;ipproval. The Remove option 
cause:- i he system to permanently delete a [arm. '! his action 
is only available to farms having a current status of Design 
and Inactive. The Activate option requests an operations 
organization of Service Provider 126 to turn on a farm from 

the S o nJI \ stale. The Deactivate option requests the opera- 
tions organization to turn off a farm. This may be accom- 
plished h\ ti msilK ning the 1 inn tc 



[0204] 3.2.4 UNDO AND REDO OPTIONS 
[1)2(15] In one embodiment, the editor provides in 



Adding Nodes, and Deleting Nodes. 

[0206] 3.2.5 NODE ELEMENTS PALETTE 

[0207] FIG. 3B is a diagram showing an example of a 

node elements palette that can be used to create IDCs and 

server farms. Palette 306 may contain any number of icons 

thai graphically represent computing elements that can be 

combined to create an instant data center or other computer 

elements of an inst ml la i 1 1 r computer system^ 



[0209] 4.1 WORKING WITH NODES 

[0210] Each icon in the palette 306 represents a non- 
" antiated node of a virtual server farm or IDC. When an 
i is dragged and dropped into workspace 312, a graphical 



i I i I n the palell 



lot always. When it 



interface card (NIC) for that node, but no 

in i network It I lining light d lorn when 

ever it is possihle to initiate or end a wiring connection al the 
port. The Internet and suhnei are "'network" nodes and are 
generally dillerenl from the firewall. Load lialanccr. Tier, 
and Backhaul nodes, which are "" 
"designable" whei 



e "hardware" nodes. Anode is 
ite and when in the 



[0211 J ITG.3C 

tiated f 

[0212] 



showing examples of in 
larm nodes snowing labels thai are applied lo 
wben they are instantiated. 



hi i :t icon 320A, which has label 332A. All 
resses allocated on the Internet subnet are actually 

"ISA havin • • * 



lions 331. IP addres 



[0213] A Firewall is represented by icon 322A, which has 

example label 332< v I u e ports or interfaces 

The upper port 334 is the "Outside' interface, the lower left 
port 336 is the 'inside" interface, and the lower right port 
338 is the "DMZ" interface. A wiring connection to the 



208] In this example embodiment, node elements palette 
If, inchidi l,n i2« >i icon 326. I II 

m 322, Load Balancer icon 328, Server/Tier icon 324, and 
u khaul icon 330. Other embodiments may include one or 
ore different node element icons and may omit one or more 
ide element icons. A user may define an operable, physical 



[0214] Interfaces for all hardware devices are named. For 
example, the interfaces of a firewall are named "ethO", 
"ethl", and "eth2". These correspond to "Outside "."Inside", 
and "DMZ" respectively. 
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, real and virtual interfaces of other Load Balanc- 
lackhauls. When a load balancer balances a node, 
3" icon is displayed in the lower right-hand corner 
m for the node that is balanced, 
rhe interfaces for a Load Balancer are named 
d -dill", "etUl" is tin nppei poll 3411 and "cUiP 
/er port 342. A connection to ethO is required. A 



[0218] The interlace. 346.34* lo a livr are named "ethO" 
and "ethl". As for the Load Balancer, the upper interface is 
"ethO" and the lower interface is "ethl". Aserver must have 
a connection to ethO, but a connection to ethl is optional. 
[0219] A Backhaul is a virtual private network (VPN), 
(I'D I S) connection. 



label 332L an 



41 350. w 



=dbyi 



in 330A, h 
"ethO" and 



20] Referring again to FIG. 3A, the example work- 
ce 312 includes a graphical representation 314 of a 
nputer system. In representation 314, an Interael icon 
)H named ■internell" is coupled lo a firewall named 
tewalll" as indicated by firewall icon 322B. An output 
l of firewall icon 322B is coupled to subnet 326C, which 
:oupled to a load balancer 324A. A 



:ts firewall 322B to 
ers 324D, 324E ai 



er324C an 



et 326C. 



physical conipiller system, lypieallv in llle hum of a dala 
center or server farm, may be created and stored. Further, an 
operable physical computer system having a logical struc- 
ture corresponding to any such graphical representation 
(era., represenlalion 314) may be insla nl ialed, loaded wilh 
one or more software images, and placed in active service to 
process client requests. 
[0221] 4.2 WIRING 

[0222] "Wiring" is graphically connecting nodes of a farm 
I I | nli I I 



:o FIG. 3A, w: 



301 co 



or completed at the ports. 
[0223] When wires are connecte 
impact of the connection or disconnection on any applicable 
Load Balancers or Load Balancer groups takes effect sub- 
stantially immediately. Similarly, when wires are connected 
and disconnected, any impact of the connection or discon- 
nection on any applicable firewalls and the nodes fo which 
' ' ace'e'sa- is shown] snhslaintially inimedi- 



[0224] 4.3 VALIDATION 
[0225] Each server farm is i 
validation by operational persor 



:e Provider 126. 
"pre-validated" 
itted to the Service Provider 126 lo identify 
figuration that a user has introduced. In one 

IILIIl, the follow ine cllcel , 1 1 ill 




[0234] In one embodiment, each node has a Name value 
that is configurable in its configuration dialog. In one 
specific embodiment, each node name conforms to the DNS 
naming standard, does not include the terminal sub string 
'eth' followed by a number, does not match the DNS names 
of other devices in a farm, does not contain the DNS name 
of any firewall defined in the farm, and if the node is a 
firewall the node Name is not a sub string of the DNS names 



[0235] When a node Name value is changed, the displayed 
326C to load name of the node in the Map View reflects the change as soon 
ant, a user can as the user closes the configuration dialog. The name field 
,le clicking on can only be changed when the node is in the designable state, 
ig on a port of The Default Gateway value may be configured for a Server 
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bedciau] 



iv lor i 



d Firewall node. The Default 



an external subnet (c g . within lite Ink met doud), then the 
value defaults to the exlcinal leiiilcr for the farm unless the 
user chooses anollici dc\ ice ;is Ihc dcfaiill galo'.vav. 
[0236] The Notes value receives any text information that 
:e. Thus, the user can keep notes about the node 



same account. They can be altered in any state and contain 
any character. 

[0237] Configuration ot the foregoing values or other 
values is carried out using one or more configuration dialogs 
that are structured using conventional graphical user inter- 
face design techniques. Each of the configuration dialogues 
includes an OK, CANCEL, and HELP button. Selecting the 
OK button causes the system to accept the changes that the 
user has made to the node in the configuration window and 
closes the window. Acceptance of changes means storing the 
values in a database, or in other data storage. The changes 
are reflected in the parent window as 
closes. The CANCEL button closes un 
dow and discards any changes the use 
The HELP button displays a help sysl 
user to search for further informatioi 



[0242] The image value is selected from a pull-dov 
menu and identifies one of a plurality of pre-defined di 

ii ! e I I Mi! 

information, an operating system, applications, and assoc 
ated configuration data. 

[0243] In one specific embodiment, the boot volume (Di 

have images ihal are dial size inslalled on il. I or exampl 
the fixed size may be S Gb, 9 Gb, etc. Additional disks o; 
be added and removed when the Tier is in the design 
active states, the size of an linage (it any) inslalled on a da 



[0239] i 

A Type p 
CPU or o 



select the type of 



\r win n i he curn.nl server is actually instantiated 
in a real-world IDC or server farm. The options in the 
pull-down menu 404 reflect one or more different server 

server node. The Notes field 406 receives text notes of any 

format that is meaningful to the user. 

[0240] A Local Storage pane 40S includes fields that 

storage elements in the form of disk storage or any other 
form of data storage. As indicated by title bar 410, each disk 



embodiment, the user may - 



lo -None 



image that doesn't match the sh 



[0244] In the pending, standby, and inactive slates, the 
local storage information is displayed to the user in an 
"j lasliion. e.g.. in graycd-oin formal. 
If the type of the machine changes while the Tier is 
the images may change to match the 
machine. For example, if the Type value 
of a server is changed from a Sun CPU to an Intel x86 
conipalihlc machine, ami ihc previously selected Image 
value specifies a Solaris boot image, then the Image value 
changes lo speeifv a boo! image lial is eompalible wilh lee 
x86 machine. Alternatively, il the current image applied lo 
isk 1 , i ippl ill i Hi. use! changes the type ol the 
lactone II Ii- I" Iclaults to None Ihc possible 
images displayed for a disk match the Size value and the 
Type value of the server. 

[0246] A Server Group pane 416 includes fields that 



t and IP addresses of 
■ver group are listed in 
-ailable, then table 420 



be sized by clicking on the up/down an 



a table 420. Iftht 
displays the valu 
[0247] The nan 



sole ling lei I ii i 1 nl n 432, one or more 

rules are displayed in a Rules Display 434, and a network 
address table is displayed in NAT display 430, and corre- 
spond to the interface that is currently being edited. 
[0249] A Name field 424 receives a name value for the 
firewall. A DNS Entry field 424A displays the name of the 
firewall node as it will appear in DNS records. An IP 
Address field 424B indi i Hie cm il IP address of the 
firewall, or the value '-Set Upon Activation" if the associated 
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embodiment, a Subnet IP 
iddress for nodes on this 
by the control plane and 



et Mask field 482 id 



ad displayed to the user when the node is 
. An "Access to Network Attached Stor- 
184 determines whether or not the nodes 

86 identifies the IP address where' the 



[0262] FIG. 4E is a diagram f in Inline: 

parameter values pertaining to an Internet coi 
figuring an Internet node involves entering 
values m configuration window 488. Withi 
488, a Name value 489 displays or receives 
Internet node. Notes field 490 receives user 
m IP Address Maximum field 492 re. 



ould be 1024. 



is farm. For example, a 



[0263] IK i. 4F is a diagram of a backhaul configuration 
dialog that may be used lo create it modify one or more 
parameter values porluining io a backhaul conneclion. Con- 
figuring a backhaul node involves entering one or more 

iii I t"4 % i i ' i i 

494. a Name value 4<J5 displays or receives a name of the 

suhnol node. Neles ield 496 receives user Holes informa- 
tion. IP address field 498 identifies the IP address of the 
backhaul node, file \alue is determined by the control plane 
and displayed lo 1 ho use; when Ills farm is in the active state. 

[0264] 4.5 SERVER IMAGES 
[0265] Ase, 



[0269] FIG. 6B is a diagram of an example 'Snat 
the context menu of FIG. 6A. In one embodiment, del 



litecture is allowed at time of deployment. Server 
{ receives a value indicating which specific server in 
ml server group is the source of the disk image. Disk 



This 



[0270] When 'OK' button 622 is selected, the ! 
validates the information entered in window 610 befi 
information is committed. For example, if there is a 
conflict, the user is asked to provide a different name 
image. Once the image has been successfully savei 
available for deployment on any server in the accoun 
can be verified by checking the image' selection list or 
'Configure Server' dialog for any server or server group 
(also referred to as 'Tier'). Server disk images (names and 
other configuration in formal ion ) oan he viewed and deleted 

[0271] 4.5.2 SERVER IMAGE MANAGEMENT 
[0272] In one embodiment, server images are account- 
specific entities and can be used across farms within the 
same account. Creation of an image of a server disk is 
described further herein in the next section. Saved images 

can be deployed on servers and server groups lliroiigh heir 
configuration d il e lo view or delete 

server disk images, a 'Server Image Management' window 



[0273] Server di 
server(s) within th 

be deleted. There 



l either be deployed on 
ew, only unused imag 



Webappto 

[0266] 4.5.1 CREATING SERVER IMAGES 
[0267] To create one or more server images, one or more 
operating systems, applications, data and support files that 
comprise the image are initially loaded onto a disk that 
forms a part of an IDC or farm. Thereafter, information 
identifying the image is associated with the image in the 
CCC database and a copy of the image is saved for future 

[0268] FIG. 6A is a diagram of an example of a context 
menu that is displ i\ i ini ih a server to which 

the context menu relates. In one embodiment, to create 
information in CCC that identifies an image, a user can 
right-click on a server or server-group in a farm (with the 
Farm Editor in the 'Edit' mode), such as server 324F of FIG. 
6A, and select the 'Snapshot Image . . . ' option 606 from the 
context menu 604 that pops up. 



deployed is displayed in the 'Currently Installed On' win- 
dow. A user e in -j 1 1 lina I inj Image Details 

order based on any field. This can be achieved by clicking 



applied to other firewalls or load balancers of other IDCs or 
farms in the user's account. This process is called raking a 
"snapshot" of the configuration of the firewall or load 
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respectively, and can be 
dated notifier. 



[0296] An Edit N I I I _ is used to create 

a valid Notification Class with a set of valid Contact Groups 
of the account The d I i pi II l lie Contact Groups of 



an Class from the ac 



[0290] Providing valid (i.e., integer) values in the 'Notify 
After' and 'Re-arm After' text boxes signifies a completed 

not meet their requirements for the Notifier. Additionally, 
have added to a complete notifier but do not want them to be 



I 1 r I , , i 

• lass in. usci ma> i i I I II inc c mccl on the 

Create Notification class Dial,.- Selecting a Notification 
Class and clicking the "Remove Notification Class" button 
will delete a Notification Class. Contact Groups can be 
added 1 i ( 1 is I i i 1 1 ind removed by 



| C lhc [0298] The us. 



elsewhere without providing any values 
This brings the user's attention to the fa 
vatiahle held was not ptovielcd Willi a tce|liircd value, file 



"Cancel" to close th 
on the last Nolilica 



ceme [0299] AMainMonit, 



[0292] II the use i attempts to select a dillcrcnl alarm from 
lire ■ Variable sclcclion isl willioin saving nnv changes to 
the current alan h I n lit I i i ^ lhc 

ire displaying the 



[0293] An Edit Contact Group Dialog is used to create a 
valid ( 'onlacl Cirnup with a set of valid Users of an accnunl. 
The dialog displays all lhc users of the account all lhc lime 
and allows the user to create new Contact Group and then 
add/remove users to/from the group. The Dialog allows the 

[0294] In one specific embodiment of the Edit Contact 
Group Dialog, selecting the "create new" option of the 
dropdown list for ( onlacl droups crealcs a new Contact 
Group. After selecting to create a new Contact Group the 
user niiiv decide not to bv clicking cancel on llie Crcalc 
Contact Group Dialog. Selecting a Contact Group and 
clicking the "Remove Contact Group" button will delete a 
contact Group. Users can be added to a Contact Group by 
using the "add" arrow and removed by using the "Remove 
Selection" button in the dialog. Users cannot add or remove 
user without select inc a (Vnlacl (coup. Making changes to 
a Contact Group and then selecting a different one will ask 
the user for confirming the commit of changes made to the 
Contact Group. Clicking the "Show All Groups" button will 
display a dialog with all the valid groups pertaining to that 



ise the Dialog after 
ay chose to click 
nitting ttic updates 



right-clicking a node in 
the home page. 
[0300] Monitoring ini 



lispl In 



or server group by using ihe ( V.n figure. Monitor Dialogs. For 
a server group, aggregated monito li u lis i I 
default. Thus, for example, a CPU utilization for a server 
gamp rcllecls ulili/alion lor the enure group as a whole. 
Monitoring information for the individual servers that make 
up the server group can be displayed by clicking on a right 
"ately preceding lb 



The ; 



it. lor 



lie by clicking on a 
eaen monitor, monitoring slates are displayed lor its current 
state as well as for historical data, e.g., low and high values 
for the time period specified in the drop-down list. Only 
current state is displayed for aggregated monitors. 
[0301] In one specific embodiment, the monitors can be 
sorted by 'Name' or by 'Current Value' by clicking on the 
table cells labeled iccordinglj Vdditi 1 1 1 1 ly. the sorting can 
be alternately changed between ascending and descending 
order. A sorting icon indicates the current order that is used 
for the display with an 'up arrow' (for ascending) or 'down 
arrow' (for descending) icon in the table cell. Selecting the 
table cells with the monitor names displays details of the 
' ; lower part of the page. The details comprise 



,r (or 



saved wl 



Monitor Dialogs' (Section 5.2). I 'his information can also he 
hidden by clicking on the 'Hide Details' button and re- 
displayed by clicking on the 'Show Details' button thai 
appears when the details are no longer displayed. 
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[0302] The monitoring page can be printed to facilitate 



[0303] 5.2 REPORTING 

[0304] The reporting function may also enable customers 

ly 1 1 i Is i i | I r. 

The reporting funelion;ilii\ m;iv !.-. enable a user to sched- 
ule automated generation of reports, e.g. weekly/monthly 
traffic reports and weekly monthly hilling reports. 
[0305] 5.3 BACK-UP AND RESTORE MANAGEMENT 
[0306] In one embodiment, a back-up and restore man- 
agement function provides a mechanism for customers to 
manage backup and restore activities. The back-up and 
restore management function may enable a user to schedule 
back-ups (e.g., daily incremental backup, weekly full 
backup, monthly off-line backup). Preferably, there is an 

of requests. An example of a customer care system is the 
Remedy system. A description of a specific implementation 
of a customer care system is described further herein in the 
section entitled "CUSTOMER SUPPORT FUNCTION." 
[0307] 5.4 SERVICE AND ACCOUNT ADMINISTRA- 
TION 

[0308] Creation of customer accounts may include: cre- 
ation and management of customer accounts; providing a 
data entry template and liekls lor customer inl ormalion; and 
dealing and sloring selected levels of access privilege-; lor 

a preferred means hv '.vhich ■>. new customer is registered in 
the system. Creation of a customer account can be carried 
out by an employee of Service Provider 126 in the presence 
of a customer, or lv i leph n i i tisiomcr itself. In the 
registration process, customer identifying information is 

Idi i| | I i I [ 

keting information login password, etc. A customer is then 
designated as s ^. in i ne or more of the roles identified 

using application software from the Clarify eBusiness Appli- 
cations unit of Nortel Networks, San Jose, Calif. 
[0309] In one embodiment, accounts pages allow end 

I I II 

right corner of the Farm Editor pages. The pages consist of 

Contact Groups and Server Image Management. Each^f 
these is described in detail in the following sections. 
[0310] Clicking on the Account link on the Farm Editor 
<_< I 'i ichcs i nev. browser window that defaults to the 
'User Information' page. End users are categorized into one 
of two categories: 'Super User' or TT Architect'. Users in 
both categories have the capability to edit their personal 
information fl m : Information'). However, only Adminis- 
trators have llie capability to edit - Account Inforniation" and 
manage the account users through the 'User Management' 



page. In addition, users with 'Super User' privileges have 
the ability to manage 'User Groups', 'Contact Groups' and 
'Sen. er Images" in their respective pages. Accordingly users 
that have "IT Architect" -level access privileges are not 
allowed access to these capabilities and are able to access the 
account page in read-only mode. 

[0311] A User Management page is provided. Only 
account 'Super Users 5 have access to this page. This page 
allows the active management of account users, such as 
addition and removal of users from the account. Depending 




[0312] The 'User Management-Information' page is the 
default page displayed when the 

is pressed or after a new user has been successfully submit- 
ted to the -.eixei ll i pho i hn thai describes Ihe 

that need to be performed to achieve the desired function- 
ality. In addition, it displays the list of users registered for 
the account. The 'Remove' button is not functional in this 
page view as no user has been selected yet for removal. The 
'Add User' button can be used to bring up the 'User 
Management -Add User' page. 

[0313] A user is selected by clicking on the name of the 

user in the user list. In response to selection of a user from 
the user list, the system displays [he 'User Management- 
View User Information' page. This page can be initiated 
from any 'User Management' page because the user list is 
available and active in all three pages. The page displays 
user information for the selected user in read-only mode. 
The 'Remove' button deletes the user accounl of the selected 
user. The 'Add User' button can be used to bring up the 
'User Management -Add User' page. 

[0314] The 'User Management-Add User' page is used to 
add users to the account. Some of the fields are required 
fields and are labeled so accordingly. The User Group page 
is used to create a valid User Group with a set of valid Users 
of the account. The page displays all llie users of the accounl 
all the time and all w User Group 

and then add/remove users to/from the group. The Page 
allows the user to remove a Contact Group from the account. 

[0315] Selecting an option of the fist for User Groups 
displays the details of the Group. "When the add User button 

the Group and the named user is added to the Group. 
Selecting a User Group and clicking the "Remove" button 
will delete a Group. Users can be added to a User Group by 
using [ly-. "add" arrow and removed by using the ^delete" 
arrow in the page. Users cannot add or remove user without 
selecting a User Group. Changes to a User Group are 
ii i i hen the Save Changes button is 

clicked, whereas the Reset button will reload the page, and 
the ■"Close"' button will close the page without committing 
the latest updates. 
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[0325] 5.5.1 TICKETS 

[0326] A tickets page is used to create new tickets, display 
them based on the status and category, respond to existing 
ones and close tickets. Tickets arc class! lied in categories. In 

category "problem in tl i i i urrently. The user 

can then query to lis! tickets of various categories and status 
values. This page displays a table with the Id, subject, 



a Contact Grot, 
a Contact Group 



t. Using this I 



Service Provider 

multiple IDC designs in then account, some active, some 
inactive. Not every IDC will utilize all of the same services. 
One IDC may have Instant Scaling Services turned on while 
another IDC may simply be a static IDC. Some IDCs may 
be utilizing the stress testing service, while others may not. 
[0320] III tl i i iii 

istralion ftinclion. a customer can elisplav a menu or matrix 
of the IDC designs i n I I ppr l 

services applied to I Ilea IDCs. and Ihe addhional services 
available to the customer for each of those IDCs. Thus, the 



Support link in the upper right hand comer of a CCC main 
page and then clicking on a "Documentation" radio button. 

Ill I e I 

window on the left hand side ol' die screen dial provides a 
table of contents, an index, and search capabilities. The main 
view window displays the help tonic that tin. user selects 



k, type, ai 

sponding to tickets. The table can be sorted on 
columns. Selecting any of the rows of table causes the 
system to display the details of corresponding ticket. The 
use-rcan create a new ticket, respond lo one oi the displayed 
ticket and close one of them. The contents of this page can 
also be printed using the print button on the left bottom 
corner. The window can he closed usinc the close button on 
the right bottom comer. Clicking on the different column 
headers changes the display order for the tickets so that they 
are sorted by that held. 

[0327] A Create New Tickets dialog is used to create a new 
ticket. All the fields of the dialog are filled in to create a new 
ticket. A subject field receives infoi aualioi i nlilyiug tl 
subjccl of Ihe lickel. A description field receives informal ion 
identifving the specific problem or request represented by 
the ticket. The 'Type" field is selected followed by a selec- 
tion from the 'Category' field. The list options for the 
( i i lent on the 'Type' field selected. 

[0328] A Respond to Ticket dialog is used to edit an 
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also allows the user to add notes to a ticket. A Close Ticket 

[0329] 5.5.2 BACKUP/RESTORE 

[0330] A request for a 'Restore' of data from a backup 



new support ticket that re 



[0321] The service and ac 

which the user subscribes, and how they relate to IDC 
versions. It may provide billing reports, online viewing of 
service level agreements, and contract administration. 
[0322] 5.5 CUSTOMER SUPPORT FUNCTION 
[0323] In one embodiment, a customer support function 

agenienl: a commiin ical ion hiaraicliv for differeiil kinds of 
its and provide multiple media vehicles for < 



' link on the Home and 



response, the system displays an 'Open: New Ticket' win- 
dow. A request lo ■Restore' is a special ticket that can be 
initiated by selecting 'Request' from the 'Type' selection list 
followed by 'Restore' from the 'Category' list. 
[0332] To specify the 'Restore' parameters, the user enters 
a 'Backup Date' value, which is used as the basis for 

he restore operation. The user also enters a value 

whether the 'Restore' is intended for 'Direct 
ed Storage (DAS)' (backup of disk volumes only, not 
111 N ik A I l old i 1 | I I 1 s 

only). For DAS, the user specifies the Server Group, Server 
and Disk for the Source of the 'Restore' and for the 



of the Server Group, Server and Disk, as the current con- 
figuration of the farm and its nodes, which may have 
changed since the backup date. Thus, users may keep track 
of the Server Groups, Servers and Disks that are backed up 
on a particular d ite u u ii\ the exact node 

names for the source of the backup. In addition, for DAS, the 
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6.0 OBJECT MODEL 
[0334] An object broker in the form of Persistence Layer 
282 is responsible for creating, removing and retrieving 
programmatic objects that are created according to a speci- 
fied object model. The object broker may retrieve the model 
objects by loading ilium from a ciisiom dalabase, or In- 
interacting with the databases of external systems such as 
billing system, customer care system, etc. Abroker may also 
create proxies in place of concrete objects to allow lazy 
I In mi jectsand to reduce the large one-time hit 
l ill i l|i 

[0335] In one embodiment, the editor is implemented in an 
object-oriented c 
Java®, C++, etc. 'me editor create! 

Ill 1 I ol j. \< :\ I \n I M Cl,.:l,s 

a graphical rcprcscnl al i< mi of a Jala culler, the cdilor ercalcs 

and stores a representation of l he 1I.H ' using objects of the 
object model. FIG. 7 is a block diagram of an example 

objeel model llial may be used in an embodiment. 



[0336] The invention 
in a symbolic definition 



anguage. The language e 



servers load balancers firewalls ct< I ht languagt pro id s 
the ability to describe a data center at a high level of 
abstraction, in terms ol its basic building blocks and iheir 
interconnectivity via virtual local area networks (VLANs). 

[0337] In the language, a data center is defined in terms of 
its devices and their interconnections. Devices are delined in 
terms of connectivity to olher devices, configuration of the 
devices, and (for only for devices lhal are ( Tils) roles of llie 
devices. Usinrj the I ngu , k li cb -co herein, internal logi- 
cal structures of a virtual server farm may be instantiated, 

i lied, and dupl < el hi red embod 

ment, the symbolic definition language conforms to a gram- 
mar of XML and is defined according to XML DTDs. 

[0338] Generally, the symbolic definition language pre- 
sents a farm as a structure composed of devices or sets of 
devices that have both connec ' ' 
configuration related information. The ci 
mation describes how the various devices a 
by describing how the device ports are connected to specific 
VLANs. Each VLAN is referenced using symbolic refer- 
i that ire mapped to specific VLANs when the data 

grid, e.g., the type of computing grid described by Aziz, et 



in a language that is based on Extensible Markup Language 
(XML) as defined in co-pending application Ser. No. [NUM- 
BER], filed Mar. 26, 2001, entitled SYMBOLIC DEFINI- 
TION OF A COMPUTER SYSTEM, and naming Ashar 
Aziz as inventor, the entire contents of which are hereby 
incorporated by reference as if fully set forth herein. 
[0340] In the preferred embodiment, a Farm Editor 
Markup Language (1 LMI.) is used lo describe the topology 
of a data center. The FEML is defined as a plurality of XML 
Document Type Definitions (DTDs), as set forth in Table 1. 
FEML provides an intermediate representation that may be 
used to transfer information from the editor object model. It 
is converted into a final representation, Farm Markup Lan- 
guage (FML), for use in implementing a data center. 
[0341] FIG. 8 is a two-part block diagram that illustrates 
processes of generating bb.MI lex! and I'MI text based on 
a JavaScript object model., and the converse process of 
generating a JavaScript object model based on I MI icxl. 
[0342] Referring now to FIG. 8(A), a process of gener- 
ating 1Mb text based on a JavaScript object model is 
described. At a client 802, a JavaScript object model 806 is 
created and stored. In the preferred embodiment, client 802 
is a browser executed al an end user computer, bhe JavaS- 

on of 



interface tool de 
[03431 Using a cli 



is created and stored by I he graphical us. 



-;s. which may form pari of the 

grapmcal user interlace tool, text in Farm Editor Markup 

Language is ^eneralcd, rcMilling in crealinu and slonnrj an 

I LMI I I M) ! script \MI Generator 809 

is applied to the I I Ml object model SOS, resulting in 
creating and storing FEML text 810. 

■ of FEML 



elements that are owned, operated, or managed by the 
service provider. Upon receiving FEML text 810', server 804 
applies a Java XML parser 814 to the text, resulting in 
creating and storing an FEML object model 808'. Normally 
FEML object model 808' will be a copy of FEML object 
model 808. 



[0346] bi Hie 

814 is applied t 



it of FML text 820. 
he FML text 820, re 



;t model 818, 
oring FEML object model 808'. 
19 is applied to the object model, 



[0347] Servlet 812 passes FEML text 810' from set 
to client 802, which stores FEML text 810. A Ja^ 
XML Parser process 824 is applied to FEML te 
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cript object model 806, which may be imported into and 
manipulated by the client editor. 

8.0 HARDWARE OVERVIEW 

[0348] FIG. 9 is a block diagram that illustrates a com- 
puter system 900 u ; u hi iii nl uliment ot the inven- 
tion may be implemented. Computer system 900 includes a 

includes a main memory 906, such as a random access 
memory (RAM) or nih, 1 nm i _^ k ice coupled t< 
bus 902 for storing information and instructions to be 
executed by processor 904. Main memory 906 also may be 
used lor storing temporary variables or other intermediate 

b> pi .u.^ i 91)4 ( . inpuiu --km 900 iiiitnu include- i 
read only memory (ROM) 908 or other static storage device 
coupled to hi is 902 for storing sialic in formal ion and inslruc- 
tions for processor 904. A storage device 910, such as a 
magnetic disk or optical disk, is provided and coupled to bus 
902 for storing inlurmiilion and insl ructions. 



lission media includes coaxial cables, copper wire 
er optics, including the wires that comprise bus 902. 

'50 take the form of acoi '' 



include, for example, a floppy disk, a flexible disk, hard disk, 
magnetic tape, or any oilier magnetic medium, a CD-ROM, 
any other optical medium, puncn cards, paper tape, any other 
physical medium with patterns of holes, a RAM, a PROM, 
and EPROM, a FLASH-EPROM, any other memory chip or 
cartridge, a carrier wave as described hereinafter, or any 
other medium from which a computer can read. 



[0349] Compute 



[0353] Vanous 



the infrared signal and appf 
data on bus 902. Bus 902 ca 



telephone line and 
:uitry can place the 



upled via bus 9(12 
tube (CRT), for 

. An input device 



[0354] Computer system 900 also includes a comm 
tion interface 918 coupled to bus 902. Commum 
interface 918 provides a two-wa; * 



device to specify positic 



reating a computer 



a compatible LAN. Wireless links may also be implemented. 
In any such implementation, communication interlace 918 
sends and receives electrical, electromagnetic or optical 



types of informatii 
[0355] Network 



[0351] The term "computer-readable mediur 
herein refers to any medium that 
instructions to processor 904 for ex> 
may take many forms, including t 
volatile media, volatile media, ai 
Non-volatile media includes, for example, optical or mag- 
netic disks, such as storage device 910. Volatile media 
includes dynamic memory, such as main memory 906. 



uipment operated by an Intert 
6. ISP 926 in turn provides da 



magnclic or optical signals thai 

The signals through the various i 
network link 920 and through cc 



[0356] Computer system 900 
receive data, including prograi 
work(s), network link 920 and co 



;t Service Provider (ISP) 

the "Internet"928. Local 

tworks and the signals on 
es transporting the infor- 



US 2002/0052941 Al 



ipsa 





Bt-SSSi 



V \ " ^ I 



W~- lllilll: 

2. A method of as recited in claim 1, further comprising ste P 5 of; 
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inslanlialing an operable compuler syslem that conforms 

to the logical configuration. 
40. An apparatus lor defining and deploying a networked 
>mputer system, comprising: 

means lor exeating and storing a graphical representation 
of a logical configuration of tbe networked computer 
system by 

generating a display of a graphical w orkspace that can 
receive the graphical representation; 

recei\ ing usei input representing selecting one or more 
icons that represent nodes of the networked com- 
puter system and moving the one or more icons into 



network interface accessible lo the proc 



generating a display of a graphical workspace that 
can receive the graphical representation; 

receiving user input representing selecting one or 
more icons that represent nodes o! the networked 



mt ins ft i insl intialn i r I mpulci si m lhal 

conforms to the logical configuration. 
41. An apparatus I'm' defining and deploying a networked 



receiving user input representing configuring one or 



